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Subject: Cyber Security Do's and Don'ts. 

(A Governmont of India Navratna Enterprise) 

DO's: 

Use multi-factor authentication, wherever available. 
Maintain an offline backup of your critical data. 

NEW DELHI 2024 

Use authorized and licensed software only. 

Information and Communication Technologies (1CT) have become ubiquitous in our everyday life. The 
increasing adoption and use of ICT has increased the attack surface. All the NHPC employees are 
requested to follow below cyber security Do's and Don'ts to remain cyber safe: 

Use complex passwords with a minimum length of 8 characters, using a combination of capital 
letters, small letters, numbers and special characters for all online services. 

DONTS: 

Immediately report any suspicious email to IT&C Division. 

IT &C Department 

When you leave your desk temporarily, always lock/log-off from your computer session. 
When you leave office, ensure that your computer and printers are properly shutdown. 
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Keep the GPS, bluetooth, NFC and other sensors disabled on your computers and mobile 
phones. These may be enabled only when required. 

Don't use the same password in multiple services/websites/apps. 

NHPC Ofice Complex, sector-33. 
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Download Apps from official app stores of google (for android) and apple (for iOS) only. 
Before downloading an App, check the popularity of the app and read the user reviews. Observe 
caution before downloading any app which has a bad reputation or less user base, etc. 

4413eWebsite: www.nhpcindia.com 

Observe caution while opening any shortened uniform resource locator (URLS) (ex: 
tinyurl.com/ab534). Many malwares and phishing sites abuse URL shortener services. 
Observe caution while opening any links shared through SMS or social media, etc., where the 
links are preceded by exciting offers/discounts, etc., or may claim to provide details about any 
current affairs. Such links may lead to a phishing/malware webpage, which could compromise 
your device. 

Don't click on random popups/ ads while browsing internet. 

www.nhpcindia.com 
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Don't save your passwords in the browser or in any unprotected documents. 

Don't upload or save any official data or files on any commercial cloud service (ex: google 
drive, drop box, etc.). 

CIN: L40101HR1975GOI032564 

Don't use any 3rd party anonymization services (ex: Nord VPN, Express VPN, Tor, Proxies, 
etc.). 
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Don't use any 3rd party toolbars (ex: download manager, weather tool bar, askme tool bar, etc.) 
in your internet browser. 
Don't install or use any pirated software (ex: cracks, keygen, etc.). 

IT &C Department 

Don't open any links or attachments contained in the emails sent by any unknown sender. 
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Don't share system passwords or printer passcode or Wi-Fi passwords with any unauthorized 
persons. 

Don't disclose any sensitive details on social media or 3rd party messaging apps. 
Don't plug-in any unauthorized external devices, including USB drives shared by any unknown 
person. 

Don't use any unauthorized remote administration tools (ex: Teamviewer, Ammy admin, 
anydesk, etc.) 

compression). 

Don't use any external mobile App based scanner services (ex: Camscanner etc.) for 
scanning official documents. 
Don't use any websites or cloud-based services for 

editing/converting/compressing any official document (ex: word to pdf or file size 
external 

f 

Don't share any sensitive information with any unauthorized or unknown person over telephone 
or through any other medium. 
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