I Wt O wER R
qﬂ,w ﬁﬂég oy IT & C Department
qi«t Tt iR e, #7733,
»,
oia (e wuv ,”Ji T gem) A4 e Ml G
H P c P L f d lT A NHPC Office Complex, sector-33,
’m' e Faridabad (Haryana)-121003

(A Government of India Navratna Enterprise) NEW DELHI 2024 /Phone: 0129-2256576

AFATEZ/Website: www.nhpcindia.com

we HE-Tg/ag & ud /20247 ¢ 5¢ fqi® : 11/10/2024

L IELES

fawg: ATgaR YRAT - T B Td FTA B

I R TR W@ (1ICT) TR AoHRT & SiiaT & Tdeardt 8 78 #1 it @t wedt Werdar sk
Fgd IWANT 3 EeR §HA! BT WuTaTSH H FgT f3an §, 39T NHPC & Tft wefenfeal @ orRiy € 75 3
3R GRef & forg =i fag 7 P &1 urem gifd w¢:

T BN

o T 3feTS arelt & oy Hiled Aex, WA Ter, TR AR WA HYaex b GaIoH &I IuaIT
FA GU DA I FH 8 3&R aTdt Wied Urads Bl IuGNT B |

. gl +ft SuA 8, Multi-Factor Authentication T SUIRT &3 |

« U HEAYUl ST BT BT SH T T G |

. Fad AP iR ATTHH U WYEIUR BT SUUNT B |

. O 3T SRR Y F S I B B, O SR A HLR P /- A B

. 9 Y B Bl ¢, O AT B b 3Mud duger ok e Sl S 9 &

. 30 HEER IR AERA BH W GPS, Bluetooth, NFC 3R 30 TR &Y disable W& | I Had
TSN US W 8 enable H< |

. &ad Google Play store (Android & feTQ) MR Apple App store (i0S & o) & snfieIie T
¥R ¥ U0 SSals $ |

. U0 SRS T34 § Ugq, U BI A 31 Siid &Y 3R Iuhireal THamt ue| it of 3
U0 B SISTdIS B ¥ B WY SR Forep! WiasT TRIe &) a1 T Tor 89 &9 g, i |

. fodt oft B Wﬁ?ﬁﬁm (URL) (IGT8RTT: tinyurl.com/ab534/) ) Widd I Jraerit
| $3 AR AR BRI qrge URL ATER Ja1sht &1 geuai 3 g

- SMS 1 iR Hifgar anfg & Fie R by Tw et off e Y Wierd gw wrayrt a1d, ALy
w0 el fofep & ugd I Siftee/ge ofy Ry e § ar freht we srhef & AR # WHe
< @1 grar frar man g1 U i OhRT/AdaR 399 1R O o Iba §, S oD feasy FY
TR H 3 GHAT 2|

- ot oft dfery 9 ura 9 @t Rufar & qRa 1T Rdie @1 RO a1

efger vt agfda @ 5ot @ami / Save Energy for Benelit of Self and Nation
faureft a1 adforer formmasi ¥ foro 1912 wruer 9% / Dial 1912 tor Complaints an Electricity
CIN: L40101HR1975G0I032564

Power Behind Green Power
@ www.nhpcindia.com @nhpclld O@NHPCIndIaLimited !@'nhpclimited u NHPC Limited m NHPC Limited



= Wit wd war Rymr
IT & C Department

vAva g+t WW‘ﬂ'?ﬂ ﬁl"ﬂeg iy mama«mm .33,

(¥ TR BT U6 T4 IerH)

[j iaibbadi il 8 wheTETE @RETm-121003
[ [
NHPC Office Complex, sector-33,
id® NHPC Limited ITUWTSA iomcmes:
(A Government of India Navratna Enterprise) NEW DELHI 2024 H/Phone: 0129-2588239

A99T5¢/Website: www.nhpcindia.com

T 9 B
. U& 9 el Jarsil/ Iggel/ I 7 Uw g UNas &1 SWATe T B3
. A UTHES PSSR 1 ot SRRA aamae & ¥a T |
. ot o+ ofg s/ e W s T Y

. e RS TS S Jar (O A S154, ST a9, 1) TR B IS ST a1 BIgd
HOEHS T1 /T 7 B

5 m@waﬁmmamﬁmﬁm.mm,mm,mm
T

» 3T 3T FSOR B fht Fi vef & ToraR @G STSaS AAoR, deR ¢ 9K, 3! ¢ef §R,
31fe) BT FXATS 7 X

- P15 W pirated AIRATT (O HP, P19, 3f3) Fveia a1 WA T HYI

o Tt off orgTa Owes GRT O U A B Wi fea ot i o sreele @t 7 @i

. Ren urad a1 R ueis a1 a1s- s uras &t [t ot s cafad & Wiy wrenm T B¥)

. e HifEar a1 ¥ uref AR U R HiE off YaeRie THERT aren F #]

. 55 1 sFfpa ot feamy & -39 7 =, Foraw fordt ermma safda grT @ @t 7 use
SECRIESE

. mmﬁmwmwmm«,w@m,m,wi%)m
ITANT FH B

. AP THTav! ® W $1 & forg st f a8 Ararga Ty snefva @R Jarsi
O PR 3nfe) FTITAT A B

. &t oft snfrete qwaraw &t Wiy aRafda; Wiifea #7 & e Rt o aed
AqETEE U1 FASS-NUTRA A1t T ITGRT 7 Y @F 98 ¢ NEUE a1 BiEd TeR

wdteT)|
. et Wt s ar sriTd afa & Wy SelmH a1 fhelt oy memm | 18+t Wag=id SHeR
R A H
~ 5

fAaRor:- §2Me W1 39 URUF 31 B 718 Bt o el & st |

vafya v agfe d st wwd / Save Energy for Benefit of Selt and Nation
farorety i wrafra feranast & f 1912 wraa 9t/ Disl 1912 for Complaints on Electricity
CIN: L40101HR1975GQI1032564

Power Behind Green Power
@ www.nhpcindla.com @lhpcltd O@NHPCIndInLImItod [@lnhpcllmlrod u NHPC Limited m NHPC Limited



g Wil od s Rym

vautet fefids et o e, 23

l‘:fiﬁﬂ?ﬁ (‘"(“ W‘"W UG ARAIW) whETETE @fTm-121003

228 NHPC Limited ITUWTSA o come s

NEW DELHI 2024 Fr/Phone: 0129-2588239

A79TEZ/Website: www.nhpcindia.com

(A Governmant of Indla Navratna Enterprise)

e WE.-wawa/ang & va w2024/ fasi® : 1171072024

Subject: Cyber Security Do’s and Don’ts.

Information and Communication Technologies (ICT) have become ubiquitous in our everyday life. The
increasing adoption and use of ICT has increased the attack surface. All the NHPC employees are
requested to follow below cyber security Do’s and Don’ts to remain cyber safe:

DO’s:

Use complex passwords with a minimum length of 8 characters, using a combination of capital
letters, small letters, numbers and special characters for all online services.

Use multi-factor authentication, wherever available.

Maintain an offline backup of your critical data.

Use authorized and licensed software only.

When you leave your desk temporarily, always lock/log-off from your computer session.

When you leave office, ensure that your computer and printers are properly shutdown.

Keep the GPS, bluetooth, NFC and other sensors disabled on your computers and mobile
phones. These may be enabled only when required.

Download Apps from official app stores of google (for android) and apple (for iOS) only.
Before downloading an App, check the popularity of the app and read the user reviews. Observe
caution before downloading any app which has a bad reputation or less user base, etc.

Observe caution while opening any shortened uniform resource locator (URLs) (ex:
tinyurl.com/ab534/). Many malwares and phishing sites abuse URL shortener services.

Observe caution while opening any links shared through SMS or social media, etc., where the
links are preceded by exciting offers/discounts, etc., or may claim to provide details about any
current affairs. Such links may lead to a phishing/malware webpage, which could compromise
your device.

Immediately report any suspicious email to IT&C Division.

DON’TS:

Don’t use the same password in multiple services/websites/apps.

Don’t save your passwords in the browser or in any unprotected documents.

Don’t click on random popups/ ads while browsing internet.

Don’t upload or save any official data or files on any commercial cloud service (ex: google
drive, drop box, etc.).

Don’t use any 3rd party anonymization services (ex: Nord VPN, Express VPN, Tor, Proxies,
etc.).
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e Don’t use any 3rd party toolbars (ex: download manager, weather tool bar, askme tool bar, etc.)
in your internet browser.

e Don’t install or use any pirated software (ex: cracks, keygen, etc.).

e Don’t open any links or attachments contained in the emails sent by any unknown sender.

e Don’t share system passwords or printer passcode or Wi-Fi passwords with any unauthorized
persons.

o Don’t disclose any sensitive details on social media or 3rd party messaging apps.

e Don’t plug-in any unauthorized external devices, including USB drives shared by any unknown
person.

e Don’t use any unauthorized remote administration tools (ex: Teamviewer, Ammy admin,
anydesk, etc.)

e Don’t use any external mobile App based scanner services (ex: Camscanner etc.) for
scanning official documents.

e Don’t use any external websites or cloud-based services for
editing/converting/compressing any official document (ex: word to pdf or file size
compression).

» Don’t share any sensitive information with any unauthorized or unknown person over telephone
or through any other medium.
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